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Are you getting what you pay for from your network provider? 
 
 
Why should I care? 
 

Nobody likes paying for something they are not getting, but more importantly your own customers are 
depending on your services. 

 
But what about my SLA?  
 

Just having a Service Level Agreement (SLA) does not guarantee that you are getting the service you 
are paying for. Your company or your customers are relying on the performance of your network. 

 
How can I independently check whether my network provider is actually meeting their SLA?  
 

This is where a Performance Assurance Device is invaluable, embedded within your Ethernet Network,       
constantly measuring actual performance against your SLA parameters and alerting you to any 
performance loss. 

 
Can’t I use my fully featured Network Tester? 
 

- It is a scarce resource that needs a highly qualified engineer to use it 
- You don’t want to leave expensive equipment on site to monitor a circuit for any length of time 
- Their functionality is designed for more complex diagnostics work 

 
Why can’t my routers check my SLA? 
 

- Routers core functionality is to route your data 
- Some routers can offer test and monitoring capabilities for a price! 
- However, they can also distort their own readings by adding data into the traffic they are 

measuring 
- They are complex to configure for routing functions so would be even more complex to 

configure for testing and monitoring as well 
 
Can the Carrier not tell me performance against the SLA? 
 

- Carriers often do not actually monitor these parameters themselves, so couldn’t help you even 
if they wanted to 

- Why would carriers share network performance details which show up the flaws in their 
networks? 

- Some carriers can offer customers a monitoring service at a price! 
- But how comfortable are you with outsourcing the monitoring of your critical business services 

to the very company that is supplying that service to you? 
 
So, what is a Performance Assurance Device? 
 

- Metrodata’s NetTESTER is a Performance Assurance Device that can independently measure 
and monitor performance against your SLA 

 
 
 
Read on to find out why it was created and how much time, money and resources it can save you. 
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Background 
 
Wide Area Ethernet services are delivered in two broad types: 
 
(i) Layer-2 Services are usually provided in the form of point-to-point Layer-2 Virtual Private Network 
(VPN) connections or multi-point Virtual Private LAN Services (VPLS). Such Layer-2 services are 
generally terminated at the customer premises by managed Ethernet Demarcation Devices (EDD). The 
diagram below, illustrates a typical network: 
 
 

 
 

 
(ii) Layer-3 Services are typically delivered as IP-Virtual Private Network (IP-VPN) connections and 
terminated at the customer premises by IP ‘Edge’ Routers. The diagram below, illustrates a typical 
network: 
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Carriers currently fall into two broad categories. Layer-3 (managed service providers) or Layer-2 
(bandwidth providers). Some offer both, but they would normally tend to lead with one offering over the 
other. The Managed Service Providers (Layer-3) carriers will almost never buy tail circuits to customer 
sites, from another Layer-3 supplier because this would leave them with services on split sub-nets giving 
them ongoing networking issues that they would almost certainly regret. This means that there is almost 
always a section of the network that will be from a Layer-2 carrier in any point-to-point circuit, as depicted 
in the diagram below: 
 

 
 
In either of these cases, Layer-2 or Layer-3, it is likely that Carriers will wish to deploy their own 
demarcation equipment at customer premises to achieve full end-to-end visibility and management of 
their own service offering. The customer routers are then connected into this demarcation equipment. 
 
Demarcation devices are particularly important when, as is frequently the case, the infrastructure provider 
does not ‘own’ the physical connection media to every customer site and must rely on third party provided 
‘tail circuits’ to deliver their services to some locations (known as ‘Off-net’ services). These managed end-
points will assist them to configure, manage and monitor their services fully, end-to-end. 
 
One of the problems of Off-net services is the ability to determine the exact location of a fault. This is 
crucial to determine which party needs to send an engineer and to which site they need to be sent to. 
Lack of quality information can lead to excessive engineer costs and extended repair times as Carriers 
pass the problem backwards and forwards between themselves rather than taking responsibility to 
identify and fix it. 
 
On-demand performance measurement is the ability of either a Carrier or a Corporate to access the 
performance statistics of their end-end network by running a performance test across it. 
 
In contrast, In-service monitoring is the ability of either a Carrier or a Corporate to monitor a live end-end 
network without having to interrupt the live flow of data.  
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So, how best can the Corporate IT department cost-effectively achieve a 
meaningful level of both 'on-demand' performance measurement and 'in-service' 
monitoring? 
 
'On-demand' Network Performance Measurement 
 
Whilst the principles here can readily apply to LAN connectivity, it's 
undoubtedly the case that WAN services provide the critical points for 
Network managers, since WAN bandwidths are lower, and latencies 
can be orders of magnitude greater than within the LAN. So, our 
attention will be focussed on WAN performance measurement. 
 
When contracting for a new WAN connection, a set of SLA 
parameters are usually defined between the Service Provider and 
their Enterprise customer. Typical parameters will include Committed 
Information Rates (CIR), Packet Loss Ratio, Delay (Latency), Delay 
Variation (Jitter) and perhaps an overall metric for “Availability” or 
'Uptime' as a percentage of total commissioned lifetime of the 
service. 

Typical test set 
 
The Enterprise customer will wish to establish that the contracted SLA is being met, as least with regard 
initially to the first four of the above parameters, since 'percentage uptime' will necessarily take some lapsed 
time to become meaningful. 
 
Normally, testing of this type would require a dedicated Ethernet test set, featuring comprehensive controls 
for configuration of all the appropriate parameters to match the SLA required of the network under test. 
Such devices (see image above) are excellent but expensive, and even a larger Enterprise will not wish 
the expense of maintaining such equipment at all locations. Testing might typically involve a specific trip to 
site by a well-trained resource, to connect the test set at the demarcation point of the Service Provider's 
connection and run the test. Moreover, this type of equipment will launch test traffic into the network and 
require it to be looped or 'reflected' back at the far end of the WAN link, to enable evaluation and report 
compilation back at the tester. So, it may additionally be necessary to have a suitable resource at the 
destination point for the network link under test, to facilitate this, as illustrated in the diagram below. 

 
 

  Deployment and use of dedicated Ethernet Test equipment 
 
 
It is important to note that a simple physical network loop at the remote end of the circuit under test is not 
normally suitable, since in Ethernet and/or IP terms this would appear, to the WAN infrastructure, as though 
two devices with the same Ethernet and/or IP address were transmitting from different points within the 
network, not normally an allowable condition. Instead, the loop-back point must more closely replicate a 
regular device, which can be achieved by Source Address / Destination Address 'swapping' of the test 
packets reflected back to the Tester. This address swapping will need to be performed at Layer-2 and 
maybe also at Layer-3 and Layer-4. Dedicated hardware would normally be required for such a task, since 
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this may need to be conducted at full line rate up to 1Gbps, as WAN speeds of 1Gbps are becoming 
increasingly common. 
 
The most common tests for Ethernet networks nowadays are  RFC2544 and ITU-T Y.1564. RFC2544 is 
most appropriate for when no clear SLA has already been defined. An RFC2544 test involves the 
transmission of packets in a pre-determined sequence of sizes, from the Ethernet minimum of 64 bytes 
(excluding overheads due to VLAN tagging etc.) in steps up to the maximum packet size supported across 
the Service Providers equipment, or likely to be used by the Enterprise. The test will attempt to flood the 
network at maximum line rate, and if errors are detected, then the test will follow an algorithm to 
progressively back-off and then steadily increase traffic flow until the maximum sustainable, error free, rate 
is determined. Once this rate is determined across the whole range of packet sizes specified within the test, 
then the various resulting parameters are recorded. A section of a typical RFC2544 test summary, 
generated from one of Metrodata's own embedded NetTESTER units, is illustrated below after the diagram 
showing the principle of the RFC2544 testing format. 
 
 
 

 

 
 
In contrast, the ITU-T (International telecommunications Union) Y.1564 profile test is the best choice for 
testing against a pre-defined SLA. Testing against an SLA shortens the test substantially versus RFC2544, 
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typically the test sequence involves traffic generation increasing over a minimal number of increments up 
to the CIR, for a given Ethermix of packet sizes. Provided that the CIR is met, the test proceeds to record 
characteristics similar to those of the RFC2544 test. The Y.1564 test profile is more sophisticated than that 
of RFC2544, using a mixture of different packet sizes to provide a full qualification of the Network service. 
Below is an illustration of the principles for Y.1564 testing.  
 
 

 
 
 
Both RFC2544 and Y.1564 tests are 'agnostic' to packet type and addressing. So a tester capable of 
supporting both Ethernet MAC addressing and IP addressing can conduct these tests across either Layer-
2 or Layer-3 infrastructures. Below is a report generated from Metrodata’s NetTESTER running Y.1564 
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OK, but how is all this 'on-demand'? 
 
Whilst we've been detailing the merits and procedures involved with 'traditional' Ethernet circuit testing, it's 
clear that using expensive equipment, which requires skilled operators, is fine provided that one has both 
of these in the right place at the right time and available to be deployed. Whilst this may be readily possible 
for initial circuit commissioning, what about subsequent periodic health-testing during scheduled 
maintenance windows, or what about ad-hoc troubleshooting in the event of user-reported problems? 
 
 
This is where Metrodata's NetTESTER family comes into its own offering On-Demand Performance 
Measurement. 

 
 

 Deployment of 'NetTESTER' family embedded Ethernet test devices 
 
Metrodata offers the NT1003, NT1005 and NT10G05 NetTESTER’s as affordable devices featuring custom 
hardware specifically designed for the task of acting as permanently-available, remotely manageable, 
embedded test traffic generation and/or test traffic reflection devices, for deployment in networks featuring 
Layer-2 (Ethernet) and/or Layer-3 (IP) Carrier infrastructures. These devices could be placed in the 'data-
path', i.e. between Service Provider's demarcation point and the Corporate LAN, or else beside the 
Corporate LAN. If in the “data-path” then these devices would normally be transparent to all traffic passing 
to/from the WAN.  
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Whenever required, the test traffic generation and/or line-rate loop-back capability (using Layer-2, Layer-3 
and/or Layer-4 Source Address/Destination Address swapping) of these devices can be invoked under 
Network Management control from a central Network Operations Centre (NOC) facility and an RFC2544 or 
Y.1564 profile test run (see diagram below) with the results passed onto the NOC for subsequent 
analysis/inclusion into service documentation. 

 
 

Typical 'NetTESTER' operation for commissioning or ad-hoc troubleshooting performance tests 
 

Management, including configuration, test profile selection and set-up, Layer-2 or Layer-3 operation and 
report handling can all be managed from the graphical user interface of a Central NOC application with the 
results being visible directly on-screen as depicted below 
 

 
Management Console view, illustrating status view (map), remote test configuration (Telnet log-in 

screen) and example RFC2544 report generated from a circuit test 
 
 
Metrodata's NetTESTER family provides an excellent alternative to expensive portable test devices, being 
permanently availability in the network and remotely manageable by network management staff.  
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In-Service Monitoring and SLA-breach Alarming 
 
If NetTESTER units are deployed then the Enterprise Network manager can thoroughly test the network, 
whenever required, throughout the organisation. Nevertheless, NetTESTER can bring additional value 
through In-Service monitoring. 
 
By implementing protocols primarily developed for the Packet-based Carrier WAN industry, NetTESTER 
family devices can provide background 'in-service' monitoring of network performance and SLA 
characteristics. The RFC2544 and Y.1564 test profiles mentioned previously are limited as they require full 
availability of the service being tested, meaning that these tests are inappropriate for 'in-service' usage. So, 
the ability to monitor network performance whilst the network is fully available for regular users, without 
impacting on the throughput of potentially critical data, is an important additional benefit. 
 
Specifically, leveraging their development heritage from Metrodata's family of Carrier EDD’s, the  
NetTESTER units support the Layer-3 'Two-Way Active Measurement Protocol' (TWAMP) for in-service 
monitoring of network Delay (Latency), Delay Variation (Jitter) and Packet-Loss parameters across 
Ethernet and IP infrastructures respectively. These features enable NetTESTER devices to actively monitor 
key performance characteristics and, furthermore, to issue pro-active SNMP 'Trap' alarms to the Network 
Operations Centre in the event that any monitored link within the WAN domain fails to meet pre-determined 
SLA requirements. 
 
This 'in-service' monitoring functionality also facilitates the collation of long-term traffic profiling data which 
can be invaluable for understanding the overall characteristics of a network under variable load conditions 
during an extended period. This underlines the real benefit of permanently embedded and always-
accessible test devices, when compared with even the most sophisticated 'plug-in' test sets. 
 
The diagram below illustrates the case of the TWAMP protocol being used between two NetTESTER 
devices to provide alarms to the NOC, should pre-determined maximum levels for Delay (Latency), Delay 
Variation (Jitter) or Packet-Loss Ratio, be exceeded for traffic across the WAN link between remote sites A 
and B. 
 

 
TWAMP being used to monitor in-service performance and to generate alarms if pre-

defined SLA profile is breached 
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Such monitoring and alarming can enable the Enterprise Management team to respond immediately to 
potential network performance problems, perhaps even before their users have become aware of any 
issues. It also acts as a permanent log of the availability and performance of your network against your SLA 
which may prove useful when renegotiating your contract. 
 
The NetTESTER units also support L-1 network testing features for physical layer faults. Specifically, both 
products support TDR and optionally automated OTDR (Optical Time-Domain Reflectometry) functionality. 
OTDR functionality is particularly useful for long haul dark fibre connections where there is concern about 
disconnection or breakage of the fibre. 
 
Metrodata's NetTESTER when enabled with OTDR capabilities can monitor and generate alarms in the 
event of a fibre fault, issuing an SNMP Trap alarm which when translated via a MIB can produce a message 
"Fibre length previously 40.258m. At time 13:04:26, service down, with fibre length reported as 15.219m". 
The diagram below illustrates how they could be positioned in the network. 
 

 
 
 
 
OTDR is particularly useful in assisting network managers with the notoriously difficult job of locating the 
exact location of fibre faults and represents another value-adding benefit of a permanently embedded 
NetTESTER in your network. 
 
Having the ability to test your network on demand or monitor it continuously is clearly very attractive, but it 
would be highly frustrating if to achieve this you are faced with complex configuration and change 
management, which is why Metrodata have implemented an easy-to-use menu driven configuration 
system.  
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Ease of configuration 
 

Metrodata products offer simple to follow menu driven configuration pages offering maximum 
configuration with the minimum of training, resulting in more efficient installation and commissioning of 
your network. Simple configuration allows you to take full advantage of the functionality available in these 
products, delivering savings in both time and money. 
 
The screens shots below show you how easy it is to set up an SLA for your service and then test and 
monitor whether your service is actually delivering this SLA.  
 
 
SLA configuration 
Accessed via management port on the unit  
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Select 
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Select 
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Name the SLA 

Select the bandwidth 
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Configure required 
bandwidth then press 
settings 
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Select 
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Drop down menu 
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Select 
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With these simple instructions you have configured a clear SLA for your network which the Metrodata 
equipment will then proactively monitor against, to ensure this service is being delivered, providing alerts 
to you whenever the SLA is breached.  
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Summary of the Benefits of NetTESTER 
 
Is there a simple way to find out if you are getting what you pay for from my network solution? YES 
 
Deploy NetTESTER in your network: 
 

- It’s simple to configure for easy installation (as you can see above) 
 

- Despatched it pre-configured to your site, for even simpler installation 
 

- “On demand” testing of your network helps you quickly resolve issues 
 

- “In-Service monitoring” alerting of any breaches of your SLA 
 

- You will always know that you are getting what you pay for from your network service provider. 
 

 
 
On-Demand performance measurement with NetTESTER ensures you can verify SLA parameters 
independently with real time reports.   
 
In-Service monitoring delivered through NetTESTER leaves you in control of your SLA. 
 
Your company will be able to rely on your network performance which can underpin your business. This is 
especially important if your business involves the provision of services to your customers using this network.  
 
Having identified an issue, you will know exactly who to call for a fix, saving both time and money. 
 
Long dark fibre links? Deploy NetTESTER OTDR so you will be able to direct resources quickly to the 
physical source of a fibre problem, thus saving both time and money in getting the network back up to full 
capacity. 
 
For more information look for our NetTESTER pages on our website or review the information below. 
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About NetTESTER 
 
Metrodata’s family of NetTESTER products currently include the NT1003, the NT1005 and the NT10G05. 
Developed to the same Carrier-quality criteria born of over 25 years of supply to the Telecoms Industry, 
and with a heritage from Metrodata's well-established MetroCONNECT Carrier Ethernet Demarcation 
product line, the NetTESTER products are cost-effective and yet offer advanced custom-hardware based 
facilities for comprehensive test and monitoring for both Layer-2 (Ethernet Switched) and Layer-3 (IP 
Routed) network infrastructures. 
 
   NetTESTER NT1003 

 
The NT1003 has two Ethernet RJ45 ports and one flexible-media SFP port, each supporting service 
connections up to 1Gbps, each of which can be defined for LAN or WAN usage. Both 'auto-sensing' AC 
and DC PSU variants are available. 
 
The NT1003 includes Metrodata's custom 'MetroSAM' Service Assurance Module hardware, supporting 
both Layer-2 (Ethernet MAC addressed) and Layer-3 (IP addressed) test-traffic generation, loop-back and 
analysis, enabling RFC2544 and/or Y.1564 profile testing. The product additionally supports both Y.1731 
and TWAMP-lite (Controller and/or Responder) functionality for in-service performance monitoring. 
 
Full details and the product datasheet are available at: https://www.metrodata.co.uk/NT1003 
 
NetTESTER NT1005 

 
The Nt1005 has four Ethernet RJ45 ports and one WAN port and one flexible-media SFP port, each 
supporting service connections up to 1 Gbs. 
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The NT1005 includes Metrodata's custom 'MetroSAM' Service Assurance Module hardware, supporting 
both Layer-2 (Ethernet MAC addressed) and Layer-3 (IP addressed) test-traffic generation, loop-back and 
analysis, enabling RFC2544 and/or Y.1564 profile testing. The product additionally supports both Y.1731 
and TWAMP-lite (Controller and/or Responder) functionality for in-service performance monitoring 
 
Full details and the product datasheet are available at: https://www.metrodata.co.uk/NT1005 
 

 
NetTESTER NT10G05 
 
NT10G05 is Metrodata’s NetTESTER for testing 10Gbps Ethernet circuits.   
 
The NT10G05 includes Metrodata's 'MetroSAM' Service Assurance Module hardware, supporting a higher 
number of concurrent test links (8) than the NT1003 /5. The product is also available in a dual-redundant 
Power Supply (AC) variant, for 'always-on' embedded operation in critical network-central environments. 
 

 
 

All NetTESTER family products provide full Network Management Access, via local terminal and/or 
remote connection using Telnet/SSH, SNMP and Web-Browser applications. Rack-mounting kits are 
available for all variants.  
 
Full details and the product datasheet are available at: https://www.metrodata.co.uk/NT10G05 
 
 
 
About Metrodata 
 
Metrodata Ltd. is a leading vendor of Telecoms Equipment focused on Network Access and Interface 
Conversion Applications. The company's products are designed and manufactured in the UK and Metrodata 
has been a supplier to Telecoms Service Providers, Corporates and Governmental organisations worldwide 
since 1989. 
 
Major current product ranges include the 'MetroCONNECT' family of Managed Ethernet Extension and 
Demarcation solutions, 'NetTESTER' family of Embedded Enterprise Testing equipment and 'MetroWAVE' 
family of passive CWDM & DWDM Optical Multiplexers. 
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